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https://drugfree.org/wp-content/uploads/2018/11/What-You-Need-to-Know-and-How-to-Talk-to-Your-Kids-About-Vaping-Guide-Partnership-for-Drug-Free-Kids.pdf
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» Google Play

STEP1 \
Search ‘Safer Schools' and download the App. @ .‘ AppSlt-:)re

STEP2
When you open the Safer Schools App, you will be presented with the login
screen. Here you will see your two options for accessing the App - numeric or QR.

1) Scan the QR Code

First, tap the “Scan QR Code” button (...or just Scan QR on
Android...).

Hold your device so the QR code appears in your camera
view (you may need to give permission for the App to use
the camera). When it scans the code, you will be logged in!

2) Using the Numeric Code

In the “Select your school” section,
choose your organisation from the
dropdown list and click ‘continue’. ~/ SCHUSES

Next, simply enter the 4-digit access
entry code for your role within the
school (parent/carer, staff or pupil).

Y
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Group Chats

Group chats are places where you can talk to more than one
person at the same time. You can do this on dedicated apps,
messaging apps, social media platforms or online games.

Some people create group chats for close friends. But other
groups have hundreds of people in. These can be people from the
same school or area, or people from across the world.
For students Group chats provide an easy way to:

Socialise with friends

Organise events

Discuss school work
Chat about games or hobbies

However, sometimes the things that are shared in group chats hurt
other people. This could involve bullying or harassment.

S
Online Safety Information

For Parents




5 Tips to give your child if they are a
member of a group chat.

Speaktoan adultif nasty messages arebeingsent.

It doesnt matter if the messages are about themor someone else - they don't
needtodealwithitalone

2. Avoid group chatswith lots of people you don'tknow.

Joining group chats with people they don't know could put themin
uncomfortable situations. People they don't know could send inappropriate
content, or they might pressure themto dothings theydon't want todo

3. Check your privacy settings

See ifthey can change the settingson their app to make sure that only contacts,
friends or followers canadd themintogroup chats. Thismeansthey'll be less

likely to receve inappropnate content and thingstheydon't wantto see
4.Leavethegroupif youdon'tfeelcomfortable

Leaving the chat will show they don't agree with that nasty or inappropnate

Denaviour

5. Rememberthatit'sdifficultto delete comments and photos
that have been shared with groups.

Once the messages have been read by recipients, it’s difficult to take them back
Make sure they think about what they share with large groups of people. You can
have a corwersation with you child on how to keep ther messages kindand

respectful and what that looks like through examples




At Mational Online Sately, we belleve In empowering parents, corers and trusied adults with the information 1o hold an informed conversation about online safety with thelr children, should they feel
F iy needed. This guids locuses on one of many lscues which we believe trusted adults shoulkd be aware of. Flease vish wew notlonalonlinesalety.com lor flurther guldes, hints ond tips for adults

\Nhat Parents & Carers Need to Know about _

5. GROUP CHATS

Occurring|through/messaging opps. onsociallmedio and|in enline'gamasygrouplchatslarelomangithe’
ostipopular ways that ) aung people/engage withithair, Qﬁﬂmlmtﬁjfﬂiﬂiﬂm P
threeor'mare individu sers to/send messoges,imagesand|videos to
everyone inone p I for helping|iriends; people,withishared

©

"5

\WHAT ARE
THE RISKS?

BULLYING

Unkind comments or Images which
are %u.rpuuly aimed at an individual
can freely In a group chat -
allowing and o'lt-ln mbmng others
to join In the bu ur, If this
tent is sha Iﬂ a uro p M their puu
u pecially a Iurgw %u to
Ifr the hurt, rruurnlnt. unxlwf
ﬂn isolation tllﬂt !h- victim feels.

EXCLUSION AND ISOLATION

This common issue with gmu chats can &
s ﬁa

happen In several ways: a new
group, for instance, but sxcluding
a certain child. Likewisa, the chat take
place on an app which one tﬂlll‘d doesn't have

( @ccess to, can't be involved. A
child can also feal when a group chat is

used to discuss or share ima fram an event

that everyone else but them attended.

INAPPROPRIATE CONTENT

Some discussions in group chats may

include Inurpmp te words, swearing and

unsuitable images or videos. These could be

viewed ur child if they are part of that

they actively -ﬂg? in it or not.
!um chat apps hnv- a disa message
function, so your child may ln unable to report

-, something they've seen becouse it con only be

viewed once or for a short time.

L9 &

o '.1?- -

tolbelsharediandviewed.

interests or members of a club ta communicote ond coordinate activitias, they can
also leave young people feeling excluded and bullied|= as\welllas providing
opportunities for inoppropriate conte

cb‘\

SI-MRINGGRDUPCONTENT

s Important to remem at = w
It's | tant t ber that hile the
content of the chat is private between those

in the group = individual users can oum
share a mes @, photo or video with

outside of the or screenshot what's been
ruud The risk of something your ch

ntended as private ing public (ond

. potentially g%flng viral) Is Hﬂ m“ :l“ill’l

people they don't know well
AT r

UNKNOWN MEMBERS |

ithin larger
mol\i yw :hl? wrmmwr:umrn‘um

£ .
NOTIFICATIONS AND FOMO

A drawback of large group chats ls the ™ g—
sheer nurTnht ol'm tions. Every HII'I;M-".
SOMBONe r\mwn!l. [- (]
device will be ' -5 with an aurvt?u p-o:-ntlmry.

this could mean hundrodl of noﬂl'l:u onl a day.

uul onrgu Iu‘lllt
onversation r Its in
m-yuytol:npupvmhth-chnt.

J;) iy

Advice for Parents & Carers (wgy

CONSIDER OTHERS' FEELINGS

Group chats are often an arena for

young people to gain social status. This

could cause them to do or say things on

impulse, which could upset others in the

grnup [ncauraPn {L‘lur child to consider how
ht feal if they engaged in this

bohmr r H our child does upset a member of

thdlr qmup t, support them to reach out, show

hr and ap-ulog 3@ for thelir mistake.

PRAC'I'ISE‘ SAFE SHARING

young people to be aware of what they're

sharing and who might potentially see it.
Discuss the importance of not mnullng.
identifiable ails like their address, their
school or tos that they wouldn’ llltl to bo
seon widely. Remind them that once someot Inq
is shared in a group, they lose control n'l whaere it
may end up and how it might be u

y —
Meet Qur Expert

Dr Claire Sutheriond is an online safety consultont, educator

and researcher who has developed ond iImplemented
anti-buitying and cyber sofety policies for schools. She has

written varous ocodemic poapers and corried out ressarch for
the Australion govermnment comparing intemet use and saxting

behaviour of young peopie in the UK, USA and Australia.

@ www.nationalonlinesafety.com

g

In any enline communication, it's vital for :./‘

GIVE SUPPORT, NOT JUDGEMENT

It-rnln.d.;wr child that they can confide in you if
they f lied or excluded in a group chat,
!ﬂltlnd of responding to the s0n who's upul
them. \rulidnlo their hurt feelings and help

to put them bock in control by discussing

how they'd like to handle the situation.

©On a related note, you could also

empower your child to speak up if they're

in @ chat where others are bolng picked on.

AVUFD INVITING STRANGERS

many individuals online hide their
1ru-| ﬁnllly to gain a child's trust - for
o:nmg:m to gather information on them,

10 OXC 3‘ Mgﬁropﬂuu content or to coax
them into doil s they aren’t comfortable
with. Ensure ynur chi retands why thoy
shouldn't add people thvly don't know to a group
chat - and, especially, to never accept a group
ehe! in\rFWtian fram a stranger.

- -

R R e e b

’ @natonlinesafety

n antionuIOnlinnSUfEty

BLOCK, REPORT AND LEAVE \ ¢

if your child is in @ chat where —p

inappropriate content is boing shared, .

advise them to block the users sending

the material, report them to the host ggr

or platform and exit the group. H any his

content could be putting a minor at risk,

contact the police. Emphasise to your child that

I! 's OK for them to simply leave any group chat
hat they don’t feel comfortable being o part ol.

SILENCE NOTIFICATIONS

Having a@ phene or tablet bombarded with
mli!lcullons from a group chat can be a x
rnanilnl Ir“t#lo:ﬂnnd ﬂiillrilctinin _h

a s pon ate in the
T T O A
canl o cha
would Pﬂ Ithier for mornpto turn off or
mute ma Mtll'lemlons and catch up with the
conversation at a time which better suits them.

—

National

Online

Safety’
H#WakeUpWednesday

@@nu:innalonrinesufety

Usera of this guide do 5o ot their own discretion. Mo liability is entered into. Current as of the date of releass: 17.04 2032
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Active Listening SKkills
F < L .
K Eye Contact - T - Avoid Distractions
7 Eye contact during the There are so many examples of distractions such
conversation shows the speaker as our thoughts, mobile phones, gadgets, music,
that you give him your attention side activities, other people and more. Learn to
and that you really care about avoid these distractions otherwise they can
> what he says. destroy your conversation.
.. -
N Body Gestures Y~ Give Feedback
Body gestures and language are a
whole science. Yaur body gestures Ask questions to clarify certain
— tell the speaker whether you listen points, tell your opinions,
carefully or not. summarize the speaker's
comments.

? Show That You're Listening Listening allows you to
learn, to have relationships,
to plan, to develop, to be

Use facial expressions such as smile, the part of something, to
note r posture, encourage the H
D i i il T Ot fn’gf'etf' to think.... and much

<A
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